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1
PURPOSE

1.1
To provide a progress report on the external auditor’s (PricewaterhouseCoopers) ISA 260 document discussed at the 28 November 2007 meeting.
1.2 Relevance to the Council’s ambitions and priorities:

· None directly, but contributes to the overall efficiency of the Council.

2 BACKGROUND

2.1
The ICT Manager had reported back to Committee at their last meeting on IT issues which had been identified by PricewaterhouseCoopers.

2.2 Members recommended that the following issues should be given further consideration

· That the introduction of a firewall system for the Council’s IT system should be included in the service plan for that area as a matter of urgency.

· That the IT strategic services plan should be updated and that the Management Team and Service Managers should take responsibility for ensuring that their sections are properly provided for.

· That a guidance note should be formulated for outside bodies who wish to use the Council’s IT equipment to present items to Committees and to Council.

2.3 The ICT Manager should bring a progress report to the next meeting.

3 INFORMATION

3.1 An updated ISA260 document is attached as Appendix 1.

3.2 We have now procured backup hardware to allow for firewall system upgrade testing.

3.3 The IT strategy is being updated, as consultation takes place with Management Team and Service Managers.  The Business Continuity Plan and the IT Disaster Recovery Plan are also feeding into the Strategy.

4 RISK ASSESSMENT

4.1 As the requirements arising from the current investigation become more defined , the register will be re-appraised and altered where necessary.
5 RECOMMENDED THAT COMMITTEE

5.1 Accept the ISA 260 report updates.

ICT MANAGER

1 APRIL 2008

AA3-08/PH/AC

Appendix C2:  IT general controls audit and review of ‘Authority Financials’

	Rating

(H/M/L)
	Matter arising and implication
	Recommendation
	Management response
	ICT Manager’s Detailed findings
	ICT Manager’s Progress Update

	Findings from IT general control audit

	M
	Password reset controls

Users are not required to verify their ID with the IT helpdesk when password resets are requested, although we acknowledge that due to the size of Council, IT staff are familiar with the majority of officers.  However, current arrangements expose the Council to some risk of unauthorised access to programs and data. 
	
The Council should ensure that for all staff, new and existing, verification procedures are undertaken before passwords are reset to ensure that all accounts remain secure.

Alternatively the cost-benefit of password reset utility software should be considered to allow users to independently establish security questions which allow users to reactivate accounts should they be locked out. This has the added benefit of 24/7 availability and alleviating demands on the IT helpdesk. 

In addition the IT department should promote and facilitate the monitoring of audit trails for confidential information systems (e.g. finance systems).
	
Even though the IT section knows the people requesting password resets, we will still set up a formal verification procedure to ensure that all accounts remain secure.  Password reset utility software will be investigated.

Responsible officer

Peter Hothersall

Implementation date

31 March 2008
	Password reset utility software has been investigated and will need a capital investment of £920 with annual revenue support costs.  I have again assessed the risks associated with manually resetting passwords on demand. I feel that with the size of the Authority and the fact we recognise who we are dealing with means there would be no cost-benefit to the Authority for such software. A log could be kept of the requests for password reset, but I fail to see the benefit this would have for the authority.

The risk of unauthorised access to programs and data is really down to users leaving their pc logged on whilst unattended.


	Guidance has been given to users on how to easily and simply ‘lock’ their PC’s whilst unattended.  Software will not be purchased but a log will be kept in our help desk system of all password resets.

	H
	Change control management

The IT department does not operate a formal change management process or have a change control policy.  In addition application changes are not formally documented. 

Appropriate change control management is considered essential to ensure that appropriate levels of management authorisation are set that provide an effective audit trail. 

The risk to the Council is that of unauthorised or inappropriate changes being made to systems and/or standing data, which may result in data processing errors.  

Further information security issues to be considered when implementing a change control policy include:

· Adequate testing of new systems – to ensure prevention of substantial damage to the business processes that rely on its effective operation.

· Insufficient testing of new software – to limit the likelihood of operational disruption due to errors.

· Security requirements – to ensure the system is ‘right first time’ in order to protect against loss or fraud.

· Training for both technical and user staff to prevent potentially costly errors.
	
A Change Control Policy should be developed which outlines the procedures to be followed when making program changes.  We recommend that the change control policy requires:

· Formal procedures to ensure that all changes are approved and implemented in a controlled manner.

· All ‘requests for change’ to be:

· accurately recorded and classified;

· completed by those authorised to request changes; and

· assessed for risks, business benefits and impact, costs and urgency, impact on availability and service continuity, impact on security controls and impact on service desk workload.

· Formal approval for major change procedures with back out plans produced and checked.

· Significant changes to be recorded within a ‘Change Management’ database.

· Back out plans to be produced and checked.

· Appropriate testing planned and executed.
	A Change Control Policy will be created with all of the recommendations included.  

Methodology for ‘back out plans’ will be developed.

A change management software system will be developed / purchased.

All system changes will be tested in a test environment before installing into the live system.

Responsible officer

Peter Hothersall

Implementation date

31 March 2008
	The following systems have a test environment

· Authority Financials

· Payroll /Personnel

· Iworld (Revenues, Benefits and Housing

· ICON (Cash receipting)

· MVM (Planning and Building Control)

· Flare (Environmental Health)

Other corporate systems do not.

The existing test environments are not ideal as these cannot be considered as being capable of exact duplication of the live environment. Therefore only limited testing can take place. 

We do not have the resources (staff, financial or space in the computer room) to create full test environments for all our systems.


	There has been some consolidation of servers and this has released some space in the computer room.  The firewall now has a ‘backup’ server to enable updates to be tested.  Other systems are being evaluated.

	H
	Application and operating system updates 

Our review identified that the way in which application and operating system updates are currently processed expose the Council to significant risks.  However, risks or related mitigating controls have not been identified in the Council’s risk register.

The risks inherent in the current change control arrangements should be considered by the Council - critically, those in relation to program updates to the Financial system.  These are dependent on IT officers updating each operating terminal manually (as supposed to server ‘push’ technology which automatically updates software).  

Although supplier’s ‘Release Notes’ are followed, as no test environment exists, the results of system changes are not formally documented, nor is there any ‘user acceptance testing’.

These weaknesses may result in more difficulties regarding version control, as program changes cannot be managed simultaneously.  Alternatively, accidental reversion could result in the loss of recent changes and data processing errors. 

We also noted that the Council has disabled standard Microsoft operating system updates that are considered critical in protecting systems from known security vulnerabilities.  This further exposes the Council to an increased risk of problems occurring within the operating system.
	All significant changes to Authority Financials should be subject to change control approval.  In addition, the risks associated with disabling Microsoft Security updates should be reconsidered by the senior management team and included on the Council’s risk register, as appropriate.

Furthermore, the introduction of Windows Server Update Services (WSUS) would allow Administrators to more easily manage and deploy updates across the organisation.


	Procedures will be established for formal Change Management of the financial system.

Civica will be approached to see if they can change their software so that updating each client PC automatically with any new upgrades can be carried out.

Windows Server Update Services (WSUS) will be investigated.  However, senior management should be aware that there are risks involved in automatically updating the windows operating systems, in that this may cause systems to fail due to incompatibility.  The inherent risks of this should be considered before each update.

Responsible officer

Peter Hothersall

Implementation date

31 March 2008


	We now have the ability to deploy Financial system upgrades automatically. Although the Auditors consider there are inherent risks in manual deployment, I consider that the automatic update method has equal risks. We are a small authority and manual deployment gives us a chance to ensure the upgrade is actually functioning correctly.

Windows Updates can impact on existing software. There are risks involved in deploying Windows updates without adequate testing of all corporate and PC based software. I will therefore not be implementing WSUS.

We have a firewall system to protect our network from external attack, and standard PC users do not have access rights to alter system functions.
	Still as stated in the ‘detailed findings’

	H
	Network account management

The Council does not have a formal access policy or procedure for managing access to its network. Additionally, we have identified a number of weaknesses in the management of system access.

Starters

New users and changes to access are actioned upon receipt of emails from HR to the IT helpdesk.  The IT department contact line managers to ensure appropriate access is granted to necessary applications and folders. 

Although written approval is required from HR, authorisation to applications from line managers is not documented or retained.  Moreover, there is not an authorised list of officers available.

Leavers / Transfers

The HR department send monthly leaver reports to the Technical Support team.  Sample testing of this control identified that: 

· 17% (5 leavers) had not had access removed at the date of testing.  Three of these had left in excess of 100 days from the date of testing, whilst the most recent leaver with active access was 23 days as at the date of testing.

· There is no periodic independent review of access levels.

· If an account is not accessed for a certain period of time it is not disabled.

The above increases the risk of unauthorised or inappropriate access being gained to the Council’s network and systems.
	We recommend that a standard Council wide ‘Access Control Policy’ be introduced.  This will align access control procedures and increase the level of control over system and network access.  This should include, at a minimum, procedures for:

· granting new user access;

· changes in access levels;

· disabling leaver access; 

· maintaining an authorised list of officers; and

· regular and independent user access reviews.

This should be issued to all network administrators with periodic compliance reviews undertaken to ensure compliance.

Notable good practice is to run a report of all users who have not logged on to the network (i.e. non log-on report) for a given period (e.g. 90 days).  For prudence, such users should be retired and only re-instated upon request to the IT helpdesk.
	A Council wide Access Control Policy will be created. This will include all computer systems, network access and operating systems.

Responsible officer

Peter Hothersall

Implementation date

31 March 2008


	As stated, we do have a procedure for starters / leavers / transfers where HR inform us of the changes. 

We have formalised the time scale for existing email accounts to be kept active after a person has left. This helps the sections achieve a cross over to the new person in a post.

A policy is being drawn up to include the recommended procedures.
	A formal policy will be presented to Management Team by the end of April 2008.

	M
	Risk management

Our review identified that risk management within the IT department is not in line with expected practice.  Review of the Council’s risk register highlighted that the IT related risks currently included may not be complete (particularly in view of our findings included in this report).  Furthermore, actions to address the risks identified have not been developed.  

To illustrate this point, the Council’s two ‘high’ rated risks include: 

· a lack of audit trail; and 

· slander / hate campaign. 

Medium rated risks include: service failures; difficulties in recruiting experienced staff; and being unable to rebuild data files.

Typically, however, similar organisations’ key risks include:

· fraud;

· amendment / corruption of programme files (including malicious damage);

· breach of legislation (including Data Protection Act);

· hacking / virus attack;

· interface failures; and

· administrator absence.

Whilst these risks are included on the Council’s register, they have been rated as ‘low’, both in terms of likelihood of occurrence and impact.  This is not in line with expectations.
	The IT department should re-assess the risks identified in the risk register to ensure all possible risks have been considered, together with a realistic assessment regarding potential impact and likelihood of occurrence.

Action plans should be developed to manage identified risks – this may include transferring the risk to another party (e.g. outsourcing), avoiding the risk or taking steps to reduce the risk, including accepting some or all of the consequences.  These should be approved by senior management.

The ongoing monitoring of risk and counter-measures is vital in maintaining effectiveness.  This can be achieved through management reviews, audits and risk reviews.


	The IT risk register will be reviewed to include all possible risks.

A strategy will be created to manage all risks.

Risk treatment plans will be formulated so that the residual risk is acceptable by senior management. 

Responsible officer

Peter Hothersall

Implementation date

31 March 2008
	The present IT risk register already contains a very in depth set of risks and the assessment of potential impact and likelihood of occurrence is considered to be accurate.

Action plans will be developed to manage identified risk, but the resources implications of such plans will have to be approved by senior management.
	A review of the risk is in progress, and action plans are in development.

	M
	IT Strategic Plan and Services Plan

The IT Strategy (dated August 2005) is more than 18 months old and refers to historic action plans with target dates of November and December 2005.

In addition the Computer Services Plan has an incomplete ‘SWOT’ analysis and no actions for improvement.

We also noted that our 2005/06 IT external audit review was not recorded in the log of inspections of the Computer Services function.  

Given the rate of technological change there is a risk that information used to support business or policy decisions is incomplete, out-of-date, inaccurate or irrelevant.  Moreover, this may expose the Council to:

· Project risk – key IT deadlines may be missed.

· Financial risk – overspending on capital budgets or insufficient resources.

· Foresight risk – insufficient forward planning or ‘horizon-scanning’.
	The IT strategy should be updated to include greater alignment to the overall business strategy, covering the next three – five years.  This may include coverage of IT resources, a SWOT analysis and a summary of key IT projects and relevant milestones.

The IT department should provide a technology vision that would best support the Council’s overall strategy, taking into account customer requirements and change management risks.  The strategy should identify appropriate resources to support implementation and provide an understanding of the expected timeframe for technological delivery.
	IT strategy will be updated.

Responsible officer

Peter Hothersall

Implementation date

31 March 2008
	A technology vision can be created, but with the current financial constraints it is highly unlikely that investment in new technology could be achieved. 

Once the Service Plans are completed a revised IT strategy for the next 3 years can be completed. 
	The IT Strategy is currently being rewritten.  A budget has been put in place for server replacements over the next 3 years.

	L
	Intrusion detection system
The IT department does not perform intrusion detection routines which are designed to detect attempts to compromise the confidentiality, integrity or availability of information systems.

Manual intrusion detection may take place by examining log files or other signs of intrusions.  An automated intrusion detection system (IDS) can be used to detect malicious network traffic and computer usage that conventional firewalls may not.  

This includes network attacks on vulnerable services or applications, host based attacks (such as unauthorised access or access privilege escalation) or computer contamination (e.g. viruses, Trojan horses and worms).
	The Council should perform a cost-benefit analysis of implementing an Intrusion Detection System which protects the network from attack, theft and disruption of confidential Council information.
	We will investigate an intrusion detector system.

Responsible officer

Peter Hothersall

Implementation date

31st  March 2008
	We do perform external penetration testing by 3rd party companies, and respond to their recommendations.

There is an add on to our existing firewall for Intrusion Detection, but this will only check for external intrusion attack.

Internal intrusion detection needs a more complex solution that would also involve network encryption.

A full risk / cost analysis needs to be undertaken before any further decisions can be made. 
	A risk/cost analysis for internal intrusion detection is currently being made.


Appendix C3:  Follow up – 2005/06 reports

	Rating

(H/M/L)
	Previously reported matter arising implication and recommendation
	Original 2005/06 management response
	2006/07 management response
	ICT Manager’s Detailed findings
	ICT Manager’s Progress Update

	H
	Business Continuity Plan and IT Disaster Recovery Plan

During the follow up review in 2006/07 the Disaster Recovery Plan was not immediately available for review.  

If business critical incidents occur there is no formal mechanism to assign responsibility of roles and no recommended actions.  This in turn could increase the response times to such incidents reducing the likelihood of non recovery of assets and data.

The risk is increased by the dependence on key ICT staff to instigate application recovery.  Therefore, should a major incident occur the department may not be able to recover the ‘Corporate’ applications effectively and in an efficient manner.

Recommendation

The ICT department should formulate a Business Continuity Plan, including a Disaster Recovery Plan which identifies the potential scenarios which could impact upon the Council’s ICT service provision.  

The plans should also be approved at the appropriate level and communicated to all those affected.
	

An IT Disaster Recovery Plan is in place and the Council is currently in the process of producing a Business Continuity Plan for all services.  However, the IT Disaster Recovery Plan will be revised to include the recommendations proposed.

Responsible officer

ICT manager
Implementation date

Not provided

	Responsible officer

Peter Hothersall

Implementation date

31st March 2008
	The Disaster Recovery Plan is being rewritten to reflect the hardware implementations that are currently taking place. Once this is completed it will be included in the corporate Business Continuity Plan
	Now going to be the end of April 2008 for completion.

	H
	Windows administrator account

The most powerful account in Windows is the “Administrator” account.  This account is the target for those wishing to gain unauthorised access to the system since it is delivered by default with all Windows installations. During our review we noted that the default “Administrator” account was still named “Administrator.”

Should an external unauthorised person gain access to the log-on screen, their attempt to gain access will be made much easier if the “Administrator” account has not been renamed.  

This is the target account for unauthorised access.  The “Administrator” account is the one account that can never be locked out due to repeated failed logon attempts, and consequently it is attractive to hackers who try to break in by repeatedly guessing passwords. By renaming the account, you force hackers to guess the account name as well as the password.

Recommendation

The default Windows “Administrator” account should be renamed to an innocuous name (e.g. an obscure or confidential value) and only used when necessary. The real “Administrator” account should not be deleted, as this would simply causes the creation of a powerful new “Administrator” account.  

Administrators of Windows systems should be assigned their own account that is a member of the appropriate administrative group. When maintaining the system, the system administrators should use their own account to gain access to the administrator related functionality that they require.
	
We will consider this recommendation but if the Administrator account still remains the logic on restricting access to systems is flawed.

Responsible officer

ICT manager
Implementation date

Not provided
	Responsible officer

Peter Hothersall

Implementation date

31st March 2008
	This report does not take into account that we do not use Windows for our web site.  We use the Linux operating system and have taken the appropriate action to ensure that ‘Root’ access is not available to remote users.


	We are in the process of removing the ‘administrator’ account, but there are issues that need resolving to complete the exercise.

	M
	A stand-alone test environment should be used for all changes

During the course of our review it was noted that the testing environment within the ICT department for changes and development is not always used.

If changes to the system are not tested before release into the live environment unforeseen implications may occur.  This in turn could damage the integrity of the data within the system.

It has been noted that the Council does not undertake significant program development and therefore the risk to the Council’s data is reduced.

Recommendation

All updates to the system should be tested within a stand-alone environment before released to the live environment.
	

Where practical we will use the Test Environment.

Responsible officer

ICT manager

Implementation date

Not provided
	Responsible officer

Peter Hothersall

Implementation date

31st March 2008
	See above comments in Appendix C2


	See above comments in Appendix C2



	L
	Significant contracts and SLAs in respect of ICT systems and infrastructure

The ICT Department operate a number of systems, including the Financial Ledger, for which support has been outsourced to third party suppliers. 

Although there are significant benefits to these arrangements, the Council should ensure that the contracts / service level agreements in place are adequate and meets its needs.

From discussion with staff it was noted that the ICT department do not have copies of the significant contracts / SLAs which are in place for the systems upon their network.

The lack of ICT input in to significant service level agreements represents a risk that the agreements could not be indicative of the expectations and requirements the Council may have.

Recommendation

The Council should conduct an audit of all service level agreements / contracts which have an impact on ICT systems and infrastructure.

Copies of these should be retained within ICT and significant contracts should be reviewed on a periodic basis.  Monitoring of performance measures should be the responsibility of the IT.
	
Agreed.

Responsible officer

Service managers

Implementation date

Not provided
	Responsible officer

Peter Hothersall

Implementation date

31st March 2008
	All of the Support Contracts with 3rd party suppliers were inspected when the original contract was made.

All contracts are held be the Legal section in their strong room, and be readily accessed if required.
	See the detailed findings comment.
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